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Biometrics
Biometrics biology metrics
Anil Jain
“Biomertrics deals with identification of individuals

based on their biological or behavioral characteristics”
Biometrics

Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.

universality
unigueness

permanence

Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.




Medium Low Medium | High Low High Low
High High High Medium High Medium| High
Medium | Medium | Medium| High |Medium | Medium|Medium
Medium | Medium | Medium | Medium | Medium | Medium| High
High High High Medium | High Low High
High High Medium | Low High Low High
Medium | Medium | High Medium | Medium| High Medium
High High Low High | Medium | High High
High High High Low Low Medium | Low

DNA High High High Low High Low Low
Low Low Low High Low High Low
Medium | Low Low Medium | Low High Low

Medium| Low Low High Low High Medium

Low Low Low Medium | Low | Medium| Medium

Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.

N

Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.

N




FAR 1 1/100 6
16
FAR 1/100000 16
FAR 1/1000000 19
8 unix 22.7
FIPS181 10 395
56 DES 54
128 AES 127
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The Biometric Industry Report Market and Technology Forecasts to 2003 Elsevier Advanced Technology
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Vulnerability

- Common Criteria
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Interoperability
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Best Practice
API
CBEFF
X9.84
Common Criteria 1S015408
C ISO/IEC7816
WSQ

OECD
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Best Practice

. Verification Positive-ldentification Negative-ldentification
. ROC
¢ Technology
e Scenario
¢ Operationa
« ROC failureto enroll , failure to acquire
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Best Practice JISTR

Best Practice

Verification

11 Verification

Positive Identification
Negative Identification
3 3
Technical Testing
Scenario Testing
Operational Testing

Technical

Scenario

Operational

ROC FNMR FMR ROC FNMR FMR

BinningError vs Penetration
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Best Practice JISTR

Best Practice

Failure to Enroll Rate

Failure to Acquire Rate
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BioAPI

. AP

o NIST BioAPI Consortium
« BiOAPI specification ver.1.1 2001/3
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BioAPI

e
() API Application Program Interface
N ——

BioAWwerk API S';\',indows
() () ( SPI Service Provider Interface
BSP BSP BSP BSP Biometrics Service Provider
4 - J L L L
\ Device | \ Device | \ Device |
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CBEFF
= CBEFF

« Common Biometric Exchange File Format

= CBEFF

« NIST Biometric Consortium
« BioAPI Consortium, X9.84 WG, IBIA, TeleTrust

« 2001 1 NISTIR6529
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CBEFF

SBH Standard Biometric Header
« CBEFF

BSMB Biometric Specific Memory Block

. etc...
= SB Signature Block
. MAC
SBH BSMB SB

Standard Biometric Header | Biometric Specific Memory Block | Signature Block
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X9.84

= 1998 1 XO9F
= 1999 X9F4 WG
. ANSI B10.8 BioAPI IBIA 1SO
JCTL/SC17 1SO TC68/SC2 NIST/ITL CBEFF
NIST/NSA
= ANSI 2001 3 Approved
American Bankers Association
. SO

ANSI X9.84-2000 Biometric Information Management and Security, www.x9.0rg
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IC

card used as carrier

on-card matching

Ex. Biometric information data objects

Tag L Vaue Asdefinedin
‘760 X |Bio-Information Temp | 1SOIEC 7816

'80° | ‘01" | Algorithm Identifier | 1SOIEC 7816

‘83 | '01' |Reference dataidentifief SO IEC 7816
‘06’ X 1SO IEC 7816

(i X [gL| Vaue

Tag sol'og M@jor/minor ver.| NISTIR 6529

Tag Biometricstype | NISTIR 6529
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1980
Joint Picture Expert Group
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AFIS IAFIS(Integrated AFIS)
FBI
1993 NIST(National Institute of Standards and Technology) FBI
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- Vulnerability

X9.84 HIPAA
Healthcar e Insurance Portability and Accountability Act

2000 2

4 L
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IATA
STPIG Simplifying Passenger
Travel Interest Group
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INSPASS/SPT

INSPASS ins Passenger Accelerated Services System

1995
FBI
2002/2 5 DC
SPT Simplifying Passenger Travel
2001 e- 2003 e-
2001 9 11
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ISOSC17WG3
ICAO TR
4 TR Bio LDS PKI RF-ID
Biometrics TR
2003 5 TAG Ver-1

LDS

10

Primary
Secondary
Secondary IATA SPT
- Proprietary
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BioAPI Consortium ANSI X9F4 (Financial)
Biometrics Application Biometrics I nformation
Programming I nterface Management and Security
BioAPI ver.1.1 X9.84
NIST, BC & NSA

Common Biometric
Exchange File For mat
(CBEFF) —NISTIR 6529

Open Group ISO JTC1/SC17
Human Recognition Services (HRS) WG3 - Travel Documents

Extension of Open Group’s Common WG4 — Smart Cards
Data Security Architecture (CDSA) WG10-DriversLicenses

IBIA

Copyright] FOrmat Registry {py, Hitachi, Ltd.

INCITS TC M1 Biometrics BioVision
Generic Biometrics Standards
-Data formats UK BSI IST44/BWG
- Application profile ||

INSPASS Germany DIN/TeleTrust
ISO/JTC1/SC37
Generic Biometrics IS0 JTCL/SC27

Standards

ISO JTC1/SC17
WG11- Biometrics

- Logical Data Structure
Korea KISAZKBA -Other genericacrossID d

Japan INSTAC/BSC
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BWG

e Biometrics Working Group BWG
Biometrics Test
Center National Physical Laboratory
Communications Electronics Security Group

e BWG
Best Practices of Testing EU
Government Advice Document
-Common Criteria Methodology Group Assurance Requirements
- API, CBEFF

Vulnerability Assessment
-Biometric VVulnerabilities( ) vulnerability frame work document

NPL Biometrics Test

-Trial Evaluation Copyright(C) 2003, Al rights
reserved. SDL, Hitachi, Ltd.

BIOVISION
EU

2003 2010

Europe Biometrics Forum

UK : BTexact,CESG,Nationwide Building Society,Irelant Daon,
German: TeleTrust,United of Giessen-Friedberg

Netherland: CWI / Italy: National Research Council / additional
consultant

400K
June 2002 April 2003
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50 20

2000 23million(US$) 2003
394 million (US$)

KBA(Korea Biometrics Association)

KISA(Korea Information Security Agency)

ETRI(Electronics and Telecommunications Research Institute)
TTA(Telecommunications Technology Association)

BERC(Biometrics Engineering Research Center)

Copyright(C) 2003, All rights
reserved. SDL, Hitachi, Ltd.
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e SC17 JTC1

SC37

SC17/WG3

SC17/ WG10

SC17/WG11
LDS
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SC37

ISO/IEC JTC1/SC37

2002 12 1

ISO/IEC JTC1SC17WG11

“ The application of biometrics to card and personal
identifications”

“Interoperability for interindustry and government
applications using personal identification technologies,
e.g. biometrics, Excludes generic biometrics as
undertaken by SC37”

SC37
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ISO/IEC JTC1SC27

Working Group 1

- Security management guidelines, code of practice, best practices

- IT security models and concepts, planning, management, and
implementation

- Risk management methodologies; threat and vulnerability assessment
and analysis

- Network security - Biometric template security issues
Working Group 2
- Encryption techniques and algorithms - Data/key encapsulation

- Digital signature and certification systems - Authentication techniques
- Time-stamping methodologies and techniques - Biometric algorithm
security

Working Group 3
- Common Ciriteria for IT security evaluation
- Common Evaluation Methodology/Biometric Evaluation Methodology
- Protection profiles - Protection profile registration

work for |T<“§§¥5[gfﬁ@ 2003 A dighisseserved. SDL, Hitachi, Ltd.

ISO/IEC JTC1/SC37

“Biometrics”

Standardization of generic biometric technologies pertaining to human being to
support interoperability and data interchange among applications and systems.

Generic biometric standards include: common file formats; biometric application
programming interfaces; biometric interchange formats; and relate profiles,
application of evaluation criteria to biometric to biometric technologies , and
methodologies for performance testing and reporting and cross jurisdictional and
social aspects.

Excluded is the work in ISO/IEC JTC 1/SC 17 to apply biometric technologies to
cards. and personal identification

Excluded is the work in ISO/IEC JTC 1/SC 27 for biometric data protection
techniques, biometric security testing, and evaluations methodologies

Copyright(C) 2003, All rights
ISOSC17,sC27 reserved. SDL, Hitachi, Ltd.
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USA
BioAPI (JavaAPI)
CBEFF
Template Protection
Biometrics Performance Testing & Reporting

Biometrics Profiling

UK
Performance Testing and Evaluation of Biometrics
Germany
Finger Minutiae encording format and parameters
for on-card matching
Canada
Vocabulary
Korea
BioAPI Conformanggih@sb:autiie

reserved. SDL, Hitachi, Ltd.




ISO/JTC1/SC37 1

" Wyndham Palace Resort England room

HOD : Tilton BC HOD :
Kwon Chung-Ang Univ.

HOD : Hegenbarth DIN

HOD Mario

Bennet
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EU

- ISO

-2003 4 SG
-Special Group(SG) 2003 9
WG
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Structure & Convenor

SG

SpG1l
Harmonised Biometric VVocabulary
and Definitions

Rebe Mclver
Canada

SpG2 Young-Bin Kwon
Biometric Technical Interfaces Korea
SpG3 Axel Munde
Biometric Data | nterchange Formats Germany
StG4 D.Hogan
Profiles for Biometric Applications USA
SpG5 BoB Carter
Biometric Testing and Reporting UK
StG6 Mario Savastang
Cross-Jurisdictional and Societal Aspect Italy
Copyright(C) 2003, All rights
reserved. SDL, Hitachi, Ltd.
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SC17 SC27 ITU-T AIMJ
2002 10 2003 2
SG
SpG1
Harmonised Biometric Vocabulary and Definitions] NEC
SpG2
Biometric Technica Interfaces
SpG3
Biometric Data Interchange Formats
StG4
Profiles for Biometric Applications
SpG5
Biometric Testing and Reporting
StG6 Copyright(C) 2003, All rights
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StG1l Harmonised Biometrics Vocabulary
and Definition - -

SC37

ISO/IEC IS
(1) Terms of Reference
2003 SC37
(2)
()] 2003 SC37 1

Ms. Rene Mclver, Canada
NEC

, SG6 SG L
Copyright(C) 2003, A\Illvrghts reserved. SDL, Hitachi, Ltd.

SC37 SG

1 Convener
Rene Mclver( )

2

Delvaux ( ) Mclver ( )
Drafting Committee
Jim Wayman (UK), Jean Marc Gaudin (FR),
Rene Mclver (CA), Phil Fites (CA), Colin
Soutar (US)
(Principles)

ISO/IEC

ISO

Cultural sgmgitjetibyai rigtsreserved. SOL, Hitachi, Ltd.




SpG2 Biometric Technical Interfaces

2003 Terms of Reference
NP CD
FCD SC 37 CD
BioAPI
Young-Bin Kwon, Korea

FSC

SG3 SG5
Copyriﬁqgv}-/%g@, All rights reserved. SDL, Hitachi, Ltd.

SG3 SG

(

Editor -Creed Jones (US) -Colin Souter (US)
-Mike McCabe (US) -Terry Hartmann (AU)
-Jim Cambier (US)

Zone

Quality
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SpG3 Biometric Data Interchange Formats

2003 WG Terms & Reference
NP
Format Sub-project
Format Sub-project Working Draft
SC37NB Working Draft
CD

Biometric Data Interchange Format
Axel Munde, (Germany: German Information Security
Agency)

37N48 New Work Item

NP
Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.

SG3 SG

No ISO/IEC 19794 Partl-6

Part 1 Framework/Reference Model

Part 2/
Part 3 6
INCITS/M1 ICAO
Project
(Editor) Editor
WD (Working Draft)
INCITS/ ISO
5/31 WD (Editor) -7/31 (NB)
ANSI M1
Framework
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Part

Framework/Reference Model

37N90
37N95

37N91

37N89

37N88

37N93

NP 7/25 37N86

NP 8/4

NP

Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.

W Editor, Co-editor, Comment Group

Part Editor Co-editor

Framework/Ref
erence Model

Bruno Struif (DE)

Creed Jones (US
L) Clive Reedman (UK)

Colin Soutar (US) Brian Rose (UK)

Mike McCabe (US) | Young Bin Kwon (KR)

Terry Hartmann (AU) Paul Griffin (US)

Jim Cambier (US) -

Copyright(C) 2003, All rights reserved. SDL, Hitachi, Ltd.




StG4 Profiles for Biometrics Application

2003
WG SC37

NP
D. Hogan/ NIST USA

SC

SG
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SG4 SG
CONTRIBUTION
SG4 CONVENOR 4 DRAFT EPORT
SG 2003 SC37
WG
6 30
NP
7 1
2
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SpG5 Biometric Testing and Reporting

WG

“Best Practice” UK BWG

BioAPI NP
SC27
“ biometric testing and reporting” JTC1 SC37 NP

“ biometric testing and reporting”

project editor

SC37NB WD

NP CD SC37
Bob Carter System Director, De La rue

NSTAC
TR Best practice
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SG SG

N99( ) N101( ) N102( ) 3

JIS-TR
NB JIS-TR BP
JIS-TR JIS-TR
BP

JIS-TR 1996
JIS-TR

Wayman (UK) BWG (Biometric Working Group)
SC37 BP BWG WG

SG5 draft
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StG6 Cross-Jurisdictional and Societal
Aspect -

ISO/IEC

2003

2003 NP
SC37

WG
Mario Savastano, National Research Council of Italy

Copyright(Cﬁ@S:,LAll rights ré@ed. SDL, Hitachi, Ltd.




SG6 SG

EU BIOVISION

EU
Information technology business agreement semantic
description techniques 15944-1

5 NP

Marek Rejman-Greene — UK Mario Savastano
— ltaly Alistair Tegart — Australia Michael Thieme - US
Jurisdictional and Societal Aspects of Biometrics for
Implementation

Part 1 - FRAMEWORK
Jurisdictional / Societal / Religious
Part 2 — SPECIFIC ISSUES
I-I_)-L y / Culturayﬂﬁmmem&ﬂ@afewﬁm@egﬁwiJ-uAs;essment of '
petd interface with the technology/ recommendation /Checklist

2003 7

SG1, SG4, SG6
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SG2

ISO/IEC Biometric Application 2003-03-17 BioAPI Specification
JTC1 N 6984 Programming Interface 115 BioAPI
(SC37 N 51) | (BioAPI) o
BioAPI BioAPI Specification

ISO/IEC Common Biometric 2003-03-17 CBEFF . o
JTC1 N 6985 | Exchange Framework ANSI INCITS 358.2002 BioAPI Spec';(';ﬁgf”
(SC37 N 52) | Format (CBEFF) (st -2002) :
Voteon Text of CD 19784, 2003-03-17
Committee Draft Information  Technology,
ISONEC 19784 | The BjoAPI Specification
ISO/IEC JTC USC
37N 55
Voteon Text of CD 19785, | 2003-03-17 ISO/IEC JTC1 N 6985 (SC37 N 52)
Committee Draft Information  Technology,
ISONEC 19785 Common Biometric
ISO/IEC JTC 1/SC
37TNE6 Exchange Framework

Format o /N BANA AL b GOt Leoak 1 s

CopYyHgnt(C)z005 A tgntst Ve Tacht Ttor

ISO/IEC JTC
1/SC37N 114
(JTC1N7078)

Protocol for interworking
between a system
supporting a biometric
device

and a central repository of
biometric data

2003.07.01

SC37N164

New Work Item Proposal-
Multi-Modal Biometric
Framework

2003-8-4

SC37N165

Text of ISO/IEC CD 19785.2,
Information ~ Technology -
Common Biometric Exchange
Framework Format

2003-8-5

SC37N167

ext of ISO/IEC CD 19784.2,
Information Technology - The
BioAPI Specification

2003-8-6
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37N48 (NP)
Proposal for a New Work Item on Biometric Data Interchange
Formats(multi-part.:6 parts)( )

37N162 (NP)
Proposal for a New Work Item on Signature/Sign Based
Biometric Data Interchange Format( / )

37N163 (NP)
SC 37 New Work Item Proposal-Vascular Biometric Data
Interchange( ( ) )
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SG

ISO/IEC JTC1/SC37 N 49
Biometric Performance Testing and Reporting

2003-03-16

ISO/IEC JTC1 / SC37 N81

Conformance Test Suite for BioAPI Specification
BioAPI

2003-05-27

BioAPI SG5
SG2
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SC37 SG

2003 4 7 -11
SC37 2 SG
2003 9 8 -12
SC37 3

2004 o
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Big Brother

P2P

Personalization
Privacy
“ Opt-in
Identificati
R¥D
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